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ABSTRACT 

Cloud based storage of Patients Health Record and outsourcing an encrypted record is an emerging technique. Patients Health 

Record is stored in hospital’s Private cloud and this will be accessed by the hospital administrator. In the existing system patient 

records are maintained by the patients and it is they who decide on the algorithm to be used for encrypting the records. Patient 

will provide the key for accessing their record by third parties. This leads to issues like scalability, security, Key management 

overhead etc. To overcome this challenges, three stage security is provided .Security is enhanced by using AES and Triple DES 

algorithm while authenticating login credentials   and in sharing of records between the servers. 
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I. INTRODUCTION 

Patient health record (PHR) are stored in Cloud. With the 

emergence of Cloud, users are enjoying elastic storage and 

computational resources at reduced cost. Since patient 

health records are stored in cloud, patients will lose their 

control over the records. Patient’s health details are 

sensitive information that should not be altered at any 

point. Even though e-maintenance of patient’s records are 

flexible and provide advantages in ease of maintenance, 

additions and pupation, there raise the security risks, 

mainly while outsourcing the records for the reference of 

other users. Patient’s  health  records are required not only 

by the doctors but also by patients ,care taker ,specialist ;so 

the records need to be sent  to those wide range of users in 

secure manner. As the health information are so sensitive 

,even a minute change may risk the life of patient, the 

outsourcing records require high level of security 

conformance. Cryptographic algorithms are used to provide 

the security. Cryptographic  algorithm involve encryption 

and decryption process. The main objective of using 

cryptographic algorithm is,  even though the intruders try to 

eavesdrop the content , they get only cipher text not the 

plain text. To make this possible , the records that are to be 

sent to other users must be encrypted using any 

cryptographic algorithm, here we use AES and Triple Des 

algorithm. Once the records are encrypted, it can be sent 

over any network . Encrypted Records provide no use for 

the intruders or any unexpected phenomenon cannot easily 

change the content. Even though any changes made to 

encrypted records, that will be brought to notice when it is 

decrypted, as that makes no sense and does not have 

relevant details. So that the receiver can decide whether the 

records received is from valid person and details obtained 

is correct or incorrect. Decryption of cipher text cannot be 

done by anyone. Only authenticated users that to they must 

have decrypt key. Users will get the decryption key as an  

OTP message ,using which the authenticated  personality 

can decrypt the content and access. To hide the information 

about users,AES algorithm is used, which is an extra level 

of security provision.  

A)Users of the System 

   1)Admin 

  2)Doctor 

  3)Patient  

  4)Attender 

 

II. RELATED WORK 

In this,[1] personal health Record is made patient centric 

model of health record exchange. PHR allows patient to 

create, manage,control their records. The health records are 

stored in a centralized manner through web. Patient are 

provided full power to share their record with wide range 

of users. Here patient themself decide on the type of 

encryption algorithm to be used for encrypting the health 

details. One more vital information proposed in this paper 

is, patient has the the authority to provide access right to 
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other user and they can also revoke the granted permission. 

Each time the patient has to provide key for encryption of 

the information. This become an overhead for patient 

because of key management for wide range of user since it 

is scalable.  

This project [2], personal health record is an e-application 

in which patient can create and manage their information 

and store it in a secure, private, confidential 

location(cloud). Cloud providers are considered to be third 

partie for exchange of information regarding health 

records. Dispite it provides the facilities like key 

management and secure storage, there are various privacy 

concern that are to considered. Exposure and accessability 

of sensitive health records by unauthorized users is major 

issue to the noticed. Hence the concept of encrypting the 

record and then outsourcing is innovated. So that 

Only the valid authenticated user with valid attribute can 

view the data, also inorder to ride the information of users 

authentication through Attribute Based Encryption(ABE) 

and fine grained data ace control through AES are adopted.  

[3], Online personal health record(OPHR) provides the 

ability for patients to manage their own record in a 

centralized manner, which provide the facilities like 

storage, access and storing of information. With the 

emergence of cloud service, it is impressive for PHR 

service provider to shift their application and storage into 

cloud, so that they can enjoy the elastic resources, and 

reduced operational cost. The concept debicted here is 

every user of PHR would encrypt their record using 

different cryptographic keys. In this, to reduce key 

distribution complexity, the system is divided into multiple 

security domains, where each domain will manage only 

few set of users. 

[4],Generally data are stored in a centralized storage and 

locked by access control policy. Then the data owners will 

lose control over their record. This leads to insecure 

outsourcing of data to other users. To overcome this, a idea 

is formulated that suggest third parties should not have 

access over  the plaintext .Thus, a new variant of cipher 

text- policy attribute based encryption(CP-ABE) scheme is 

used for patient/organizational access control policies. In 

CP-ABE the records are encrypted according to access 

policy. The access policy will specify the attribute which  

the user need to decrypt the data. Once the data is 

encrypted, it can be stored anywhere even in entrusted 

storage, anyone can download the encrypted data but only 

the trusted user with proper attribute can decrypt the 

content. According to this [5],in Cipher text-Policy 

Attribute Based Encryption(CP-ABE),secret key for user is 

associated  with set of attributes, and cipher text is 

associated with an access policy over attributes. This 

concept has problem regarding attribute revocation. Hence 

mediated Cipher text Policy Attribute Based Encryption is 

used which is an encryption of (CP-ABE) that resolves the 

problem of attribute revocation. In this [6],problem on 

outsourcing sensitive data is addressed cloud storage 

provide an shift from thin client to an centralized 

provider(Cloud) of storage and computing resources. When 

obtaining cloud storage for secure data interoperability, the 

issues to be considered as data confidentiality, flexibility 

without additional cost. To achieve this, a protocol is 

designed which combine and exploit two attribute based 

cryptographic methodologies, 1. Attribute Based 

 Encryption(ABE) 2.Attribute Based Signature(ABS). 

 

III. PROPOSED SYSTEM 

To overcome the challenges in the existing system, we 

provide three stage security for outsourcing patient health 

record. 

Each user like patient, doctor, attender has to register. The 

admin will provide userid and password to users. The users 

can change userid and password as per their wish for the 

first time, this will be stored in the server which will be 

sent to the cloud by the admin. The patient details will be 

updated by the doctor and stored in a cloud by the admin. 

The cloud will be accessed only by the admin. In case a 

doctor needs to view a patient record, he/she has to login. 

 When the doctor who works in hospital A wants 

to suggest another doctor (specialist) who works in hospital 

B, then the particular details of the patient has to be sent to 

that hospital server. During outsourcing three stage of 

security will be provided. 

 Stage I: Users login details will be encrypted by 

using AES algorithm. Decryption will be done  by  the                                                                                                                                                    

admin by using password as the decrypt key. 

 StageII: When doctor want to view a patient 

record, he will request the admin. Admin will                                                             

retrieve those from the cloud and store it in server, which 

the doctor can access. 

When doctor want to share medical records of the patient to 

another doctor, he will request the admin. Admin will 

encrypt the records using Triple DES algorithm and send it 

to the another hospital server along with OTP for 

decryption. 

            StageIII:   The specialist will login in to the hospital 

server and will get the details of the patient. 

A)Proposed Algorithm Explanation: 

1)AES-128 
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     Security in outsourcing the patient health record is the 

core area to be concerned, but this is lacking in the existing 

system, thus we proposed a system that will enhanced the 

security. this can be achieved by using cryptographic 

algorithms AES-128 and triple DES which is widely used 

for security reasons in various streams.AES uses the entire 

data block as a single matrix during each round using 

substitution and permutation the input to the AES-12 is 128 

bits of plaintext that is transformed into a state matrix of 

4X4,which will be modified at each stage of encryption and 

decryption process. The input is 128 bits for each 

encryption and decryption algorithm. The number of 

rounds depends on the key length. Each stage perform four 

transformations namely substitution bytes, shift rows, Mix 

columns and Add Round key. The N-1 rounds will perform 

these four transformations. Final round will skip Mix 

column. Add round key  is the only stage that will make 

use of round key. Thus at the beginning and end of  cipher, 

Add round key stage is performed wherein if any other 

stage is used that is easily reversible without the knowledge 

of round key thus could not provide security. The 

decryption process of AES -128 is not alike encryption 

process. The substitution byte, shift rows, mixed column 

are reversible by using the inverse function, for the add 

round key same block is XORed with the round key. 

AES-128 is used for encrypting the login details of user 

and decrypting at the server side, for authentication process  

 

                           Fig.1. AES-128 

2)Triple DES 

Triple DES algorithm has three single DES integrated 

together has a single algorithm. Each single DES obtains 

two input, one 64-bit plain text and 56-bit key. 64-bit plain 

text is first sent to initial permutation step where the bits 

are replaced (or) arranged in different positions to obtain 

permuted input, this is followed by 16-rounds which 

involves substitution and permutation and the output from 

the final round is 64-bit pre output. The pre output is sent 

into final permutation which is an inverse of initial 

permutation to obtain a 64-bit cipher text. The  56-bit key 

is used in all the rounds (final, initial, permutation and 16 

rounds) .The 56-bit key is initial permutated and given to 

the initial permutation round for the remaining 16 rounds, 

sub key is generated by combining the left shifted key 

along with the permutation, the permutation process is 

same for all 16-round but different sub key is generated 

since the key is left shifted at each round. 

Slicing Technique is used in this project in order to send 

the records according to the specialist to whom we are 

sending instead of sending all the records to the specialist. 

SMTP is abbreviated as Simple Mail Transfer Protocol 

which is used for secure transfer of OTP (generated for the 

purpose of specialist login ) message over the network. 

IV.   FRAMEWORK FOR VIRTUAL 

ORGANIZATION FOR 

HEALTHCARE  

 In this section overview of organizing and secure sharing 

of sensitive patient health record with other hospital 

management. 

A)Problem Definition  

In personal health Record, PHR owner actually store, 

control, manage data. PHR owner refers to patient . patient 

provides access rights to other users. Users can be doctor, 

friend, care taker, pharmacist . Patient provide key to other 

users for decrypting and accessing records. When patient 

feel to revoke the access rights of certain user they can do. 

This leads to overhead for patient in managing key as it is 

scalable. We tried to overcome this by the PHR record is 

maintained centrally and data managing is carried out by 

administrator, Here in the proposed system admin will 

share the records with other user only after receiving 

request from the authenticated user, The records are 

encrypted and then shared with the admin along with 
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records one time password is sent to decrypt the record. So 

that security is tripled in outsourcing the patient records. 

 
Fig.2 Single DES 

 

B)Framework 

 

 
 

C)Overview of Framework 

 Framework for Virtual Organisation of healthcare consist 

of private cloud , server ,etc . All the information is stored 

in cloud , doctors , patients have to login first then only 

they can perform any activities. 

 

1)Registration  

            Initially any users ( doctors , patient ) have to 

register their personal information , and username , 

password. The registered details will initially store database 

that will be sent to cloud by admin. 

 

2)Login  

           Each user will login , by providing username, 

password , which will be sent to admin for authentication 

only after encrypting those details using AES algorithm . 

When admin receive the encrypted data he will use the 

password to decrypt, and check whether the username and 

password are same as such in database. If he/she will be an 

authenticated user or he/she can try thrice, they are not 

providing correct data, the login page will be dispatched for 

10hrs. There is an another choice, if the user would 

remember password by click on to forget password option 

an OTP is sent to the email id of the user. 

 

3)Slicing Technique : 

            Slicing technique is used when sending patient 

detail to other users. Generally, patient details that is stored 

in database will be covering entire information, when 

sharing the patient record entire details need not to be sent. 

According to the patient illness, doctor will suggest the 

specialist, a record that the specialist will require will only 

be sent. This is possible only by using slicing technique. 

 

4)Retrieve from Cloud 

             Hospital management has a separate private cloud 

to store the details of user both patient and doctor. The 

hospital Admin only has the access to this private cloud. 

When doctor request for any patient details, Admin will 

retrieve records form cloud and send to doctor through 

SMTP. 

 

5)Interoperability 

             Here, sharing of records is made more secure by 

providing three stage security . 

 

Stage I: User verification by using AES algorithm. 

Stage II: Encrypted data will be send through the network. 

 Stage III: When specialist retrieve the data. 

 

V. EXPERIMENTAL RESULT  

Home page will have options like login, register ,request. 

On clicking onto Register, new user account creation form 

is displayed, user has to fill the details, mandatory field will 

be marked with aestrick symbol. Upon registration user 

will get username and password. Registration is different 

for doctor and patient. Doctors can login into their account 

and enter the details of the patient like date of admission, 

date of discharge, patient’s status, drug rejection, past 

history and click add button so that patient record will be 

added into database, there is also options like reset, update 

which the doctor can use to change any credentials. If 

doctor wish to view any of the patient details, he/she login 

into their account and click onto the button view which 

lead to a page which asks for patients OP number and click 

on submit button. Patient’s record will be displayed if the 

doctor wish to send that patient record to any other 

specialist, there is a send option, which direct to a page 

where the doctor has to provide the E-mail address of the 
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specialist whom he wish to send and along with that give 

the OP number of  the patient so that particular patient 

record can be viewed by the specialist, after completion of 

this procedure, an OTP message is send to the specialist 

which consist of username, password, OP number and 16-

bit decrypt key. The specialist will login using the 

username, password that is sent on OTP, after this a prompt 

message will appear that ask for OP number of the patient 

and the decrypt key to decipher the encrypted plaintext. 

VI. FUTURE ENHANCEMENT 

 

       To make it more useful for the people we can add 

features like online suggestion from  doctors  who cannot 

be available for consultancy and check the availability of 

medicine in hospital pharmacy through web application. 

Hence  our enhancement scheme can be implemented and 

used as an web application. We hope  that many people 

will be benefitted by this time saving and easy medicine 

availability checking. 

 

VII. CONCLUSION 

 

Outsourcing is achieved in very secure manner. 

Since this project provides three stage security, intruders 

cannot eavesdrops easily. Based on the user the data will be 

displayed. Patients are not loaded with any burden , data 

are managed and shared securely by the hospital 

administrator. In this project we focus on enhancing the 

security level while outsourcing the patient health record to 

wide range of users. The secure sharing of records is made 

easily without burdening the patient. The registered doctor 

can request the admin for viewing the patient details they 

can also ask admin to share with other specialist. Admin 

will send the encrypted record along with the OTP 

message. OTP the message will contain the decryption 

message. The implementation of the application will have a 

great impact in the medical field. This reduces the loss or 

change of information that has bee sent. We hope many 

hospital management will get benefited out of this web 

application. 
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