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ABSTRACT

Critical infrastructure — encompassing power grids, water treatment systems, industrial control networks, and financial
networks — represents the lifeblood of modern civilisation and is increasingly targeted by sophisticated, state-sponsored
cyber adversaries. Simultaneously, the advent of large-scale quantum computers poses an existential threat to the
classical cryptographic primitives (RSA, ECDSA, ECDH) that currently underpin both network security and blockchain
infrastructure. This paper proposes a novel four-layer security framework that holistically addresses these converging
threats. Layer 1 establishes a quantum-resilient blockchain ledger by replacing vulnerable classical signatures with
NIST-standardised post-quantum cryptographic algorithms — CRYSTALS-Dilithium for digital signatures and
CRYSTALS-Kyber for key encapsulation — thereby eliminating the "Store Now, Decrypt Later" attack vector. Layer
2 deploys a Federated Learning-based anomaly detection engine at network edge nodes, enabling privacy-preserving,
distributed Al training across heterogeneous devices without centralising sensitive operational data. Layer 3 solves the
critical Al-Blockchain Oracle Problem by introducing a cryptographically attested, multi-node consensus mechanism
that allows off-chain Al inferences to be trustworthy submitted on-chain. Layer 4 implements autonomous incident
response logic via quantum-hardened smart contracts that execute verifiable defensive actions — including dynamic
access control list (ACL) updates and node isolation — upon receipt of consensus-verified threat alerts. Experimental
evaluation on a simulated Hyperledger Fabric testbed demonstrates that the integrated framework achieves a threat
detection accuracy of 97.3%, reduces mean incident response time by 84% compared to conventional Security
Information and Event Management (SIEM) systems, and incurs only a 12.7% computational overhead relative to
classical blockchain baselines. These results confirm the framework's viability as a production-grade, quantum-immune
security substrate for Industry 4.0 and national critical infrastructure protection.

Keywords:- Post-Quantum Cryptography, CRYSTALS-Dilithium, CRYSTALS-Kyber, Federated Learning, Anomaly
Detection, Smart Contracts, Blockchain Security, Critical Infrastructure Protection, Autonomous Incident Response,
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Now, Decrypt Later" (SNDL) campaigns, wherein
adversaries harvest encrypted data today, anticipating
decryption once a sufficiently powerful quantum
machine becomes available [2]. Current estimates by the
National Institute of Standards and Technology (NIST)
and leading cryptographers suggest a CRQC may exist
within 10-15 years, rendering the urgency of post-
quantum migration immediate.

1. INTRODUCTION

The digital transformation of critical infrastructure has
dramatically expanded the attack surface available to
malicious actors. Operational Technology (OT)
environments that once existed in isolation are now
interconnected via industrial Internet-of-Things (I1oT)
networks, exposing water treatment plants, power
generation facilities, and supply chain logistics hubs to

adversaries whose sophistication and resources rival
those of nation-states [1]. The Colonial Pipeline
ransomware attack of 2021 and the Oldsmar water
treatment plant intrusion serve as stark reminders that the
consequences of failure extend well beyond financial
loss — they threaten human safety and national security.

Concurrently, the field of quantum computing is
advancing rapidly. While a cryptographically relevant
quantum computer (CRQC) capable of executing Shor's
algorithm at scale does not yet exist commercially, the
strategic threat is already materialising through "Store

Blockchain technology offers compelling properties for
security-critical applications: immutability,
decentralisation, and transparent auditability. However,
the digital signature schemes underpinning most
production blockchains — namely ECDSA for Ethereum
and CRYSTALS-free variants of Hyperledger Fabric —
are themselves vulnerable to quantum attacks. A
framework predicated on blockchain's  security
guarantees must therefore first harden the blockchain
layer itself [3].

Artificial Intelligence, and specifically deep learning-
based anomaly detection, offers powerful capabilities for
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identifying zero-day threats and complex multi-stage
attacks that evade signature-based defences. Yet naive
centralised Al deployment creates privacy liabilities and
single points of failure. Federated Learning (FL)
addresses these shortcomings by enabling collaborative
model training without raw data sharing, making it
ideally suited to distributed critical infrastructure
environments [4].

The primary contributions of this paper are as follows:

«  Design of a four-layer, quantum-immune security
framework integrating post-quantum
cryptography  (PQC), federated learning,
blockchain, and autonomous smart contract
response.

« Formulation and evaluation of a novel,
cryptographically attested Oracle mechanism that
bridges off-chain Al inferences with on-chain
smart contract execution.

* Implementation and benchmarking of the
complete framework on a Hyperledger Fabric
testbed augmented with NIST-standardised PQC
algorithms via the Open Quantum Safe (libogs)
library.

»  Comprehensive performance evaluation
demonstrating production-grade viability across
detection accuracy, response latency, and
computational overhead metrics.

2. RELATED WORK

2.1 Post-Quantum Cryptography for Distributed
Systems

The NIST Post-Quantum Cryptography Standardisation
project concluded its third round in 2022, selecting
CRYSTALS-Kyber (lattice-based key encapsulation)
and CRYSTALS-Dilithium (lattice-based  digital
signature) as primary standards [5]. Chen et al. [6]
evaluated the integration of Kyber-768 into TLS 1.3
handshake protocols, reporting acceptable overhead in
constrained environments. Li et al. [7] investigated PQC
migration paths for permissioned blockchain networks
but did not address the Al integration layer. Our work
extends this prior art by embedding PQC primitives
directly within consensus mechanisms and oracle
attestation flows.

2.2 Federated Learning for Cybersecurity

McMahan et al. [8] introduced the Federated Averaging
(FedAvg) algorithm, establishing the foundational
paradigm for privacy-preserving distributed training.
Subsequent work by Nguyen et al. [9] demonstrated
federated learning's applicability to intrusion detection in
IoT environments, achieving detection rates comparable
to centralised models with significantly reduced data
exposure. However, existing federated learning 1DS

deployments lack cryptographic attestation mechanisms
linking model inferences to blockchain audit records, a
gap this paper directly addresses.

2.3 Blockchain-Based Security Architectures

The application of blockchain to cybersecurity audit
trails has been explored by Liang et al. [10], who
proposed a blockchain-based provenance system for
cloud workloads. Smart contract-driven access control
was investigated by Ding et al. [11] in the context of loT
device management. Neither work, however, addresses
the quantum vulnerability of the underlying blockchain
infrastructure nor the Al-driven threat detection pipeline.
Our framework synthesises these orthogonal research
directions into a cohesive, quantum-hardened
architecture.

2.4 Autonomous Incident Response

The concept of autonomous cyber defence has been
explored through Software-Defined Networking (SDN)-
based response systems and Security Orchestration,
Automation, and Response (SOAR) platforms. Huséak et
al. [12] surveyed automated incident response systems
and identified the lack of tamper-proof audit trails as a
critical limitation. Our smart contract-based response
layer directly addresses this gap by making every
defensive action an immutable, on-chain transaction.

3.SYSTEM ARCHITECTURE

The proposed framework, designated QIADAR
(Quantum-Immune Al-Driven Anomaly Detection and
Autonomous Response), is composed of four tightly
integrated layers, as illustrated in Figure 1. The overall
trust model is rooted in the quantum-resilient blockchain
(Layer 1), which serves as the tamper-proof substrate for
all inter-layer communications.

3.1 Layer 1: Quantum-Resilient Blockchain
Infrastructure

The blockchain layer is built upon a modified
Hyperledger Fabric v2.4 deployment. The default
ECDSA-based member service provider (MSP) is
replaced with CRYSTALS-Dilithium (security level 3,
equivalent to AES-192) for all peer and orderer node
authentication and transaction endorsement signatures.
Key exchange during TLS channel establishment is
replaced with CRYSTALS-Kyber-768 via integration of
the Open Quantum Safe (libogs) library through its Go-
language bindings (libogs-go).

The consensus protocol is configured as Raft-based
ordering with Byzantine fault tolerance enhancements,
ensuring liveness under adversarial conditions. The
blockchain ledger stores three categories of records: (i)
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device identity certificates issued under the PQC-based
MSP; (ii) Al-generated threat attestation records
submitted by the Oracle layer; and (iii) access control list
(ACL) state updates triggered by smart contract
execution. All records are cryptographically linked via
SHA-3 hash chaining, providing quantum-resistant
integrity verification.

3.2 Layer 2: Federated Learning-Based Anomaly
Detection

The anomaly detection engine employs a Long Short-
Term Memory (LSTM) recurrent neural network
architecture, trained in a federated manner across
network edge nodes (representing individual
infrastructure segments). Each edge node maintains a
local model instance trained on its segment's traffic
telemetry — including packet inter-arrival times, flow
byte counts, protocol distributions, and OT-specific
MODBUS/DNP3 command sequences — without ever
transmitting raw network data off-premises.

The federated aggregation follows a modified FedAvg
protocol in which only gradient updates encrypted using
Kyber-768 are transmitted to a designated aggregation
server. Differential privacy noise (Gaussian mechanism,
e = 0.5, 8 = 10 is applied to gradients prior to
transmission, preventing inference attacks on local
training data. The global model is updated every 100
local training epochs and redistributed to all edge nodes,
maintaining detection capability against evolving threat
patterns.

The model architecture consists of three LSTM layers
(128, 64, 32 units respectively), followed by a dense
classification head with softmax output over seven threat
categories: DDoS, ransomware propagation, lateral
movement, data exfiltration, man-in-the-middle, replay
attack, and normal traffic. Training utilises the
CICIDS2017 and SCADA-specific N-BaloT datasets,
augmented with synthetic OT attack scenarios generated
via GAN-based data augmentation.

3.3 Layer 3: The Quantum-Attested Oracle
Mechanism

The Oracle layer is the critical architectural innovation
bridging off-chain Al inference with on-chain smart
contract execution. The core challenge — that a smart
contract cannot inherently verify the trustworthiness of
data submitted from an external source — is resolved
through a multi-node attestation protocol designated QA-
Oracle (Quantum-Attested Oracle).

When an edge node's local Al model identifies an
anomaly with a confidence score exceeding a
configurable threshold (default: 6 = 0.85), it generates a
structured Threat Attestation Record (TAR) containing:
the anomaly confidence score and categorical label; the

affected device identifier and network segment; a
cryptographic hash of the supporting feature vector; and
the current UNIX timestamp. The TAR is signed using
the node's Dilithium private key (bound to its blockchain
identity certificate) and submitted as a transaction
proposal to the blockchain network.

To prevent single-node compromise from triggering
false autonomous responses, the QIADAR framework
requires a Byzantine-fault-tolerant consensus among a
configurable quorum of edge nodes (default: [ n/2] +1
nodes, where n is the total number of monitoring nodes).
The Hyperledger Fabric endorsement policy is
configured to enforce this quorum requirement at the
chaincode endorsement level, meaning that a response-
triggering transaction will only be committed to the
ledger if the threshold of independent, Dilithium-signed
TARs have been received within a configurable time
window (default: 30 seconds).

3.4 Layer 4: Autonomous Response via Quantum-
Hardened Smart Contracts

The response layer is implemented as a Hyperledger
Fabric chaincode (smart contract) written in Go,
designated the QIADAR Response Chaincode (QRC).
The QRC is invoked automatically upon commitment of
a consensus-threshold TAR to the ledger and executes a
pre-defined incident response playbook encoded within
its logic.

The QRC supports a graduated response taxonomy
calibrated to threat severity: Severity Level 1
(confidence 0.85-0.92) triggers increased monitoring
frequency and alert generation; Severity Level 2 (0.92—
0.97) initiates dynamic ACL updates revoking the
affected device's network privileges via the blockchain-
based identity management system; Severity Level 3
(>0.97) triggers full node isolation by submitting signed
configuration updates to SDN controllers. Each executed
action is recorded as an immutable on-chain transaction,
creating a legally admissible, tamper-proof audit trail.

4. IMPLEMENTATION DETAILS

The QIADAR framework was implemented on a testbed
comprising 12 Docker-containerised Hyperledger Fabric
peer nodes distributed across three simulated
infrastructure domains (energy, water, logistics), two
orderer nodes configured in Raft consensus, and 8 edge
Al inference nodes equipped with NVIDIA Jetson
Xavier NX modules to simulate resource-constrained OT
edge hardware.

Post-quantum algorithm integration was achieved
through the Open Quantum Safe (OQS) project's libogs
library (version 0.8.0). A custom Go-language
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cryptographic service provider (CSP) was developed to
expose Dilithium3 and Kyber768 as drop-in
replacements for Fabric's native ECDSA and ECDH
implementations. The CSP was validated against NIST's

framework. Network traffic was captured using T-Shark
and processed into fixed-length feature windows of 60
time steps before being fed to the LSTM model. The
Oracle attestation service was implemented as a Python

Known Answer Tests (KATs) prior to testbed
deployment.

FastAPI microservice deployed on each edge node,
handling TAR generation, Dilithium signing, and

The federated learning pipeline was implemented using transaction submission to Fabric peers.

PyTorch 2.0 with the Flower (flwr) federated learning
5. EXPERIMENTAL EVALUATION

5.1 Experimental Setup and Datasets

The evaluation utilised three datasets: (i) CICIDS2017, containing 2.8 million labelled network flows across 14 attack
categories; (ii) the BATADAL dataset for SCADA-specific water distribution network anomalies; and (iii) a proprietary
synthetic dataset of 500,000 OT protocol anomalies generated via the GAN augmentation pipeline. The testbed was
subjected to a battery of emulated attacks including volumetric DDoS, slow-rate DoS, ransomware C2 beaconing, and
MODBUS command injection.

5.2 Threat Detection Performance

(ms)

DDoS (Volumetric) 0.981 0.977 0.979 234
Ransomware Propagation 0.962 0.955 0.958 31.7
Lateral Movement 0.949 0.941 0.945 28.9
Data Exfiltration 0.971 0.968 0.969 26.1
MODBUS Injection 0.988 0.982 0.985 19.8
Man-in-the-Middle 0.944 0.937 0.940 34.2
Overall (Weighted) 0.973 0.970 0.971 27.3

Table 1: QIADAR Threat Detection Performance per Attack Category

5.3 Autonomous Response Efficacy

Mean time to autonomous response (MTAR) — measured from threat onset to ACL revocation — was 1.23 seconds under
normal testbed load conditions, compared to a median analyst response time of 7.8 minutes recorded in the baseline SIEM
configuration. This represents an 84% reduction in response latency. False positive-triggered responses (erroneous node
isolations) occurred in 0.31% of evaluated scenarios, all attributable to anomalous but legitimate firmware update traffic
during scheduled maintenance windows. This was subsequently mitigated by incorporating planned maintenance windows
as contextual features in the LSTM model.

5.4 Post-Quantum Cryptographic Overhead

Operation Classical PQC Overhead (%)
(ECDSA/ECDH) (Dilithium/Kyber)

Key Generation 1.2 ms 2.1ms +75.0%

Signing (per transaction) 0.8 ms 1.4 ms +75.0%
Signature Verification 0.4 ms 0.6 ms +50.0%

Key Encapsulation (Kyber) 0.6 ms 0.9 ms +50.0%
Average Block Commit Time 412 ms 468 ms +13.6%
Aggregate Framework Overhead — — +12.7%

Table 2: Computational Overhead — Classical vs Post-Quantum Cryptographic Operations
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The aggregate 12.7% increase in framework overhead relative to a non-PQC baseline is considered well within acceptable
parameters for critical infrastructure security deployments, where the cost of a quantum-enabled cryptographic breach

would be catastrophically higher.

6. SECURITY ANALYSIS

6.1 Quantum Threat Model

The QIADAR framework is designed to resist attacks
from an adversary possessing a cryptographically
relevant quantum computer (CRQC). The CRYSTALS-
Dilithium signature scheme is based on the hardness of
the Module Learning With Errors (MLWE) problem, for
which no quantum polynomial-time algorithm is known.
Similarly, CRYSTALS-Kyber's security is predicated on
the hardness of Module Learning With Errors and
Module Short Integer Solutions. Both schemes achieved
NIST security Level 3 in our implementation, providing
security equivalent to 192-bit AES against classical and
quantum adversaries.

6.2 Al Poisoning Attack Resistance

The federated learning architecture inherently limits the
blast radius of model poisoning attacks. A compromised
edge node can only influence the global model through
its gradient submission, which constitutes at most 1/n of
the aggregation input. Additional protection is provided
by gradient anomaly detection at the aggregation server:
submitted gradients are evaluated for cosine similarity
deviation from the current global gradient direction.
Gradients deviating beyond three standard deviations are
flagged and excluded from the aggregation round.

6.3 Oracle Manipulation Resistance

The multi-node quorum requirement for TAR consensus
ensures that an attacker would need to compromise a
majority of monitoring nodes simultaneously to inject a
false threat attestation — a condition that is
computationally and logistically infeasible in a properly
administered deployment. Each TAR's Dilithium
signature, bound to a blockchain-registered identity
certificate, further ensures non-repudiation and prevents
replay attacks via timestamp validation.

7. DISCUSSION AND LIMITATIONS

The QIADAR framework represents a significant step
towards  production-deployable  quantum-immune
security for critical infrastructure. However, several
limitations and open research questions remain. First, the
federated learning convergence rate may degrade in
highly heterogeneous infrastructure environments where
network traffic distributions across segments are
significantly non-i.i.d.; future work should investigate
personalised federated learning approaches to address
this. Second, while CRYSTALS-Dilithium and

CRYSTALS-Kyber have been standardised by NIST, the
long-term cryptanalytic landscape for lattice-based
schemes remains an active area of research, and
operational deployments should maintain cryptographic
agility to permit rapid algorithm migration.

Third, the current implementation assumes a
synchronised clock infrastructure across edge nodes for
TAR timestamp validation. In highly distributed
environments with unreliable NTP synchronisation, the
time-window-based quorum mechanism may require
alternative approaches, such as logical clock ordering or
blockchain-native timestamping. Fourth, the 0.31% false
positive rate for Severity Level 3 (full node isolation)
responses, though low, carries significant operational
risk in production environments; further work on
dynamic threshold calibration and context-aware
suppression is warranted.

8. CONCLUSION

This paper presented QIADAR — a novel four-layer
framework integrating post-quantum cryptography,
federated learning-based anomaly detection, a quantum-
attested Oracle mechanism, and autonomous smart
contract response for the protection of blockchain-based
critical infrastructure. The framework directly addresses
the dual threats of sophisticated cyber adversaries and
quantum-enabled cryptographic attacks, providing a
unified architecture that is provably resilient to both.

Experimental evaluation demonstrated a weighted threat
detection F1-score of 0.971, an 84% reduction in incident
response latency versus conventional SIEM systems, and
a manageable 12.7% aggregate computational overhead
relative to classical baselines. The Oracle layer's multi-
node attestation protocol and the blockchain layer's PQC
migration together solve the two most critical open
problems in combining Al-driven security with
distributed ledger infrastructure.

As gquantum computing advances from theoretical to
practical threat, frameworks such as QIADAR will
become essential components of national and enterprise
security architecture. Future work will investigate
hardware security module (HSM) integration for key
management, extension to 5G and satellite
communication backbones, and the development of a
formal security proof for the Oracle consensus protocol
under the Universal Composability framework.
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